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Telepsychology, Electronic Technology & Social Media Policy  

This document outlines my office policies related to the use of electronic technology and social media. Please read it to understand how 
I conduct myself on the Internet as a mental health professional and how you can expect me to respond to various interactions that my 
occur between us on the Internet. Policies related to electronic technology follow guidelines set by the Federal Health Insurance 
Portability and Accountability Act (HIPAA). This law insures the confidentiality of all electronic transmission of information about you. 
Such policies are in place because email, texting, instant messaging, phone, visual telecommunication, and any related means of 
electronic technology, are not entirely secure and may be intercepted by a third party.  

If you have any questions about anything within this document, I encourage you to bring them up when we meet. As new technology 
develops and the Internet changes, there may be times when I need to update this policy. If I do so, I will notify you in writing of any 
policy changes and make sure you have a copy of the updated policy. 

Clients’ Options Regarding Electronic Technological Communications: 
Telepsychology/Distance Counseling, Technology, and/ or Social Media 

In addition to the usual and customary protocol of informed consent between counselor and client for face-to-face counseling (see 
Psychotherapy Services & Policies: Rights and Responsibilities of Client and Therapist), the following topics, unique to the use of 
distance counseling, technology, and/ or social media, are ethically necessary to provide to clients and do require the client’s signature 
on an informed consent document. (See Electronic Technology Informed Consent Form.) 

Risks and Benefits of Telepsychology/Distance Counseling, Technology, and/ or Social Media 
There are risks and benefits to engaging in the use of telepsychology, technology, and/or social media. The primary risks involve the 
possibility of compromise to your confidentiality and privacy in regards to being my client and your personal mental health information. 
The benefits are appealing because of easier accessibility, increased efficiency and convenience.   

Overview of HIPPA Policy 

HIPPA is concerned about client confidentiality. Electronic forms of communication vary as to their ability to ensure client privacy. 
Clients have the option to use any or all forms of electronic technology in their back and forth communications with their 
therapist. Clients have the option to choose whether to use technology (email, text, instant messaging, etc.), distance counseling, 
(also called telemental health, telepsychology, or online therapy and is defined as counseling using telephone or visual 
telecommunications such as Skype, FaceTime, etc.), and/or social media (LinkedIn, Facebook, etc.) throughout their counseling 
process.  

Mental health professionals are required to have HIPPA Compliant policies in place to address privacy issues. In the very minimum, 
therapists must inform their clients of the risks that electronic technology (I.e., email, texting, phone) poses to a client’s confidentiality 
and provide a communication method consent form to their clients. Beyond that therapists may offer specific HIPPA protected 
communication options (i.e., encrypted email). If any protected service options are available, clients may choose them as their only 
options or pick and choose from the options that do not ensure client confidentiality. Clients shall, however, put their choices in writing 
by opting in. 

Therapists’ policies and preferences do impact the acceptability of clients using certain forms of electronic communication. For 
example, a therapist’s policies may exclude texting as a form of communication or may request that the client use the therapist’s email 
protected service. But if both the therapist and the client agree, and the client understands the risks to their confidentiality and gives 
written permission, unencrypted contact would be acceptable. 

Irene’s Communication Preferences  
Unless we have made prior explicit arrangements, as your counselor, I prefer our communications be in person-to-person 
connections within your therapy sessions (esp., regarding anything you want to share with me that you feel is relevant to your 
treatment, therapy session processing, general news items, your observations to my Facebook, Twitter or blog postings, etc.). 
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However, with your written consent, my policies do allow you to choose any specific form of electronic communication, including ones 
where your privacy is not ensured. I do offer you HIPPA compliant email and visual telecommunication options. You do not need to 
choose these options. It is acceptable to me for you to leave me a voicemail on my confidential phone line at 612.874.6442 or email me 
at Irene@irenegreene.com. Texting is also an acceptable option for quick exchanges regarding appointments, etc. After prior 
arrangement, I am agreeable to scheduling therapy sessions using the telecommunication methods of phone, Skype or FaceTime.  
 
If you elect to communicate with me by regular electronic means (i.e., email, text, Instant Messaging, Skype, FaceTime, etc.) please be 
aware that none of them is guaranteed to be confidential. In addition, any emails I receive from you, and any responses that I send to 
you, are part of your therapy record. I will ask you to give your expressed written authorization for the use of electronic communications. 
(See Electronic Technology Informed Consent Form.) 
 
Occasional Telepsychology: 
I ask that in situations where a client may want to schedule occasional phone sessions or may need more than one emergency phone 
contact session during their psychotherapy time that they complete my Telepsychology/Distance Counseling Consent Form as it more 
specifically addresses issues related to phone counseling. 
 
 Protective Methods I Follow to Ensure Your Confidentiality 
You are protected under the provisions of the Federal Health Insurance Portability and Accountability Act (HIPAA). This law insures the 
confidentiality of all electronic transmission of information about you. 
 
My confidentiality procedures actually exceed those required by HIPPA. I have added these extra safeguards: Hushmail, 
SimplePractice and Doxy.me.  
 
I offer safeguards above and beyond those required of my by HIPPA.  

(1) I use SimplePractice, a HIPPA compliant method for tracking therapy notes and financial records. SimplePractice uses 
“multiple layers of encryption.”  

(2)  I offer clients the option of Hushmail when communicating via email. Hushmail is a HIPPA compliant web-based email service 
designed “to ensure the security, privacy and authenticity” of emails. 

(3) I offer Doxy.me as an option for visual telecommunications. Doxy.me complies with both HIPPA and HITECH requirements. 
Doxy.me provides “top-of-the-line security and encryption protocols to assure that data and privacy is maintained.” 

Hushmail and Doxy.me both involve extra safety precaution steps by both the client and the therapist before each exchange or online 
session. I will further explain these to you if you want to use either of them. 
 
Some of the ways that I keep your account and data secure: 
• My phone and voicemail are each password protected. 
• I offer HIPPA compliant Hushmail as a virtual assistant for email. 
• I use HIPPA compliant SimplePractice for record keeping. 
• I offer HIPPA compliant Doxy.me for visual communications. 
• I keep my computer and browsers current with the latest software and security updates. 
• I have installed updated anti-virus software. 
• I use personal firewalls to protect my computer and network. 
• My home and office computer network is password protected. 
• I do not use automatic login on my SimplePractice.com account. 
• I do change my passwords periodically and avoid using passwords that I use for other accounts. 
• I do not share my login credentials with anyone. 
• I always make sure I am logged out of my accounts when I am finished. 
 
Social Media and Informed Consent 
(1) Friending:  I do not accept friend or contact requests from current or former clients on any social networking site (Facebook, 
LinkedIn, etc.). I believe that adding clients as friends or contacts on these sites can compromise your confidentiality and our respective 
privacy. It may also blur the boundaries of our therapeutic relationship. If you have questions about this, please bring them up when we 
meet and we can talk more about it.  I keep a Facebook Page for my professional practice to allow people to share my blog posts and 
practice updates with other Facebook users. All of the information shared on this page is available on my website. I am also the 
administrator on the Facebook page for The Well: Healing Arts Center. This Facebook page shares information about and from the 
healers and mental health practitioners who are also located in the building where my office is housed.  

You are welcome to view my Facebook Pages and read or re-share any articles or information posted there, but I do not accept clients 
as friends or fans of these Pages. I also request that current or former clients do not post on either of these pages. I believe postings 
from clients or having clients as Facebook fans or friends creates a greater likelihood of compromised client confidentiality. I feel it is 
best to be explicit to all who may view my list of fans or friends to know that they will not find client names on those lists. In addition, the 
term “Fan” comes too close to an implied request for a public endorsement of my practice, which is unethical. Also, again, I request that 
any information or comments that you may wish to post on my pages instead be made directly within your person-to-person session.  
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Note that you should be able to subscribe to the pages via RSS without becoming a Fan and without creating a visible, public link to my 
Page. You are more than welcome to do this.  

(2) Following:  I occasionally publish a blog on my website and, although my Twitter account is not currently public, if / when it is, I may 
post psychology and related content on it. I have no expectation that you, as a client, will want to follow my blog or Twitter stream. 
However, if you use an easily recognizable name on Twitter and I happen to notice that you’ve followed me there, we may briefly 
discuss it and its potential impact on our working relationship. I do request, if you follow me on Twitter or my blog that you let me know 
and that we check-in about any thoughts or concerns that you may have. My primary concern is your privacy. If you share this concern, 
there are more private ways to follow me on Twitter (such as using an RSS feed or a locked Twitter list), which would eliminate you 
having a public link to my content. You are welcome to use your own discretion in choosing whether to follow me.  

Note that I will not follow you back. I only follow other health professionals on Twitter and I do not follow current or former clients on 
blogs, Twitter, etc. My reasoning is that I believe casual viewing of clients’ online content outside of the therapy hour can create 
confusion in regard to whether it’s being done as a part of your treatment or to satisfy my personal curiosity. In addition, viewing your 
online activities without your consent and without our explicit arrangement towards a specific purpose could potentially have a negative 
influence on our working relationship. If there are things from your online life that you wish to share with me, please bring them into our 
sessions where we can view and explore them together, during the therapy hour.  

(3) Interacting: Please do not use messaging on Social Networking sites such as Twitter, Facebook, or LinkedIn to contact me. Do not 
use Wall postings, @replies, or other means of engaging with me in such online formats. Engaging with me this way could compromise 
your confidentiality. It may also create the possibility that these exchanges become a part of your legal medical record and will need to 
be documented and archived in your chart. In addition, I do not wish to interact with clients in any of these ways. 

(4) Google Reader: I do not follow current or former clients on Google Reader and I do not use Google Reader to share articles. Again, 
if there are things you want to share with me that you feel are relevant to your treatment, whether they are news items or things you 
have created, I encourage and prefer you to bring these items of interest into our sessions.  

(5) Business Review Sites: You may find my psychology practice on sites such as Yelp, Yahoo Local, Bing, or other places that list 
businesses. Some of these sites include forums in which users rate their providers and add reviews. Many of these sites comb search 
engines for businesses and automatically add listings regardless of whether the business has added itself to the site. If you should find 
my listing on any of these sites, please know that my listing is NOT a request for a testimonial, rating, or endorsement from you as my 
client. It is unethical for psychotherapists to solicit testimonials from their clients.  

Of course, you have a right to express yourself on any site you wish. But due to confidentiality, I cannot respond to any review on any of 
these sites whether it is positive or negative. I urge you to take your own privacy as seriously as I take my commitment of confidentiality 
to you. You should also be aware that if you are using these sites to communicate indirectly with me about your feelings about our 
work, there is a good possibility that I may never see it.  

If we are working together, I hope that you will bring your feelings and reactions to our work directly into the therapy process. This can 
be an important part of therapy, even if you decide we are not a good fit. None of this is meant to keep you from sharing that you are in 
therapy with me wherever and with whomever you like. Confidentiality means that I cannot tell people that you are my client and my 
ethics code prohibits me from requesting testimonials. But you are more than welcome to tell anyone you wish that I’m your therapist or 
how you feel about the treatment I provide to you, and in any forum of your choosing.  

If you do choose to write something on a business review site, I hope you will keep in mind that you may be sharing personally 
revealing information in a public forum. I urge you to create a pseudonym that is not linked to your regular email address or friend 
networks for your own privacy and protection.  

(6) Location-Based Services: If you use location-based services on your mobile phone, you may wish to be aware of the privacy 
issues related to using these services. If you have GPS tracking enabled on your device, it is possible that others may surmise that you 
are a therapy client due to regular check-ins at my office. Please be aware of this risk if you are intentionally “checking in” from my 
office or if you have a passive LBS app enabled on your phone.  

Telepsychology/Distance Counseling, Technology and Informed Consent Policy 

Potential Risks of Telepsychology/Distance Counseling (Using Phone or Visual Technology): 
 
Clients who wish to engage in telepsychology or distance counseling have the option to choose their preferred form of communication 
as long as they are informed of any possible risk to their confidentiality. Clients must sign a consent form that addresses the following 
listed potential risks as identified within HIPPA. (See Distance Counseling Informed Consent Form.) 
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Following are issues that HIPPA requires be addressed when using distance counseling:  
-Sources of communication: I offer Doxy.me as an option for any visual telecommunications. Doxy.me complies with HIPPA and 
HITECH requirements. Doxy.me provides “!top-of-the-line security and encryption protocols to assure that data and privacy is 
maintained.” Doxy.me does involve extra safety precaution steps by both the client and the therapist before each online session. I will 
explain these to you when we are making these final arrangements. I also offer Skype and FaceTime, which are not guaranteed to be 
confidential.  My phone line does not have extra protections for privacy, other than being passcode protected. 
~Possibility of technology failure and alternate methods of service delivery: A back-up plan (in the event of technology failure of 
phone or visual communication in session or during times of planned communications, due to interfering weather, failed equipment, 
poor connection, etc.) will be created on a case-by-case basis and confirmed in writing.  
~Anticipated response time: Follow-up appointments, if not prescheduled during the telecommunication sessions, will be arranged 
via phone or email and my responses to said communications will occur within two business days for non-emergency inquiries and 
ASAP for emotional emergency requests.  
~Emergency procedures to follow when the counselor is not available: Prior to distance counseling formally starting, the client and 
I will work together to create a list of emergency crisis options (i.e., call 911, local crisis centers, backup therapists). In addition, I will 
make available to the client an Emotional Emergency Self-Care Plan Worksheet and will request that the client complete the form early 
in the therapy and discuss it with me.  
~Time zone differences: Attention will be paid to possible time zone differences and all parties will confirm their time zone when 
scheduling communications. 
~Cultural and/or language differences that may affect delivery of services: Attention will be paid to possible cultural and / or 
language differences that may affect delivery of services, with consideration to the fact that the therapist only speaks English. 
~Taping of sessions: I do not tape a client’s sessions unless they have given me an explicit written request to do so.  
 

Some aspects of this above policy that are specifically related to social media have been adapted from: Social Media Policy © Keely Kolmes, Psy.D 
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